
SpamAssassin

� Headers filtering 

� Content filtering

� Content presentation filtering 

� Sender and contents history

� «Signatures» database



SA: preliminary results

� 218 spam messages to the webmaster 
account

� 210 filtered with SA only

� 212 filtered with SA + SPS

� 6 spam messages passed (2.75%)

� No clean messages were tagged as spam

� Expected to improve with learning



SA: headers filtering

� Simple filtering: Subject, From, (X-)Mailer

� Spam characterization: header format,
illegal characters,
«too many» spaces and/or caps

� Useless headers

� Headers added by other filters
X-imss-*



SA: content filtering

� Spam-related words and phrases

� Known telephone numbers and URLs



SA: content presentation

� HTML-obfu:
S<!-- grwe -->PA<xxlo>M</xxlo>

� Character substitution: |ook @t thi$

� Random strings:
rurclaxprkwdma htuogz p am

� Control links:
http://big.spammer.com/id=fnuwbqf
uqneljfn46778562



SA: history

� AWL: what is the mean spam score for this 
sender (From + 1st relay IP) ?

� For each «word»: how many times did it 
appear in spam? So, what is the probability 
of this message being spam?
(about 400.000 tokens)



SA: «signatures»

� Razor2: spam messages signatures 
database; users can contribute to database

� Cryptographic hashes (SHA1 of whole 
message and of body parts)

� Fuzzy signatures (Nilsimsa hash, Ephemeral 
Signatures)



SpamAssassin: usage

� Headers

� .procmailrc

� User-customizable



SA: added headers

X-Spam-Flag: YES
X-Spam-Checker-Version: SpamAssassin 2.63 
(2004-01-11) on yogi.sissa.it
X-Spam-Level: *************
X-Spam-Status: Yes, hits=13.6 required=5.0 
tests=BAYES_50, DATE_IN_FUTURE_03_06,
DATE_SPAMWARE_Y2K,FVGT_rb_AFTER_HTML, 
HTML_MESSAGE,MY_MANY_BR,NORMAL_HTTP_TO_IP,
RM_st_USAscii,SARE_HTML_HTML_AFTER,
SARE_SUB_6CONS_WORD,SARE_SUB_7CONS_WORD, 
UPPERCASE_25_50 autolearn=no version=2.63



SA: procmail filtering

Automatic generation of .procmailrc:
$ spamlevel --level=5 --rotate=1

:0:
* ^X-Spam-Level: \*\*\*\*\*
mail/INBOX.spam

/u/group/user/mail/INBOX.spam {
        rotate 1
        size=1M
        missingok
}

.procmailrc

.spamrotate.conf


